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Incentive Systems / Point Collection: In practice
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Incentive Systems / Point Collection: In practice
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Goals for cryptographic incentive systems
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Anonymity: Honest users’ actions (earning/
spending points) are unlinkable.
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Soundness: Users cannot spend
more points than they have.
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Goals:
- Reward customer loyalty

Offline double-spending protection:
Stores don’t need persistent

2 database connection to deal with

2 double-spending
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Prior Work: Earning Points
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This is the basic idea of:

BBA+] Hartung, Hoffmann, Nagel, Rupp: BBA+: Improving the security and applicability of privacy-preserving point collection. CCS 2017
[UACS] Blomer, Bobolz, Diemert, Eidens: Updatable anonymous credentials and applications to incentive systems. CCS 2019

BBW] Hoffmann, Klool3, Raiber, Rupp: Black-box wallets: Fast anonymous two-way payments for constrained devices. POPETS 2020




Prior Work: Spending Points
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More Efficient Point Earn Protocol




ldea: Efficiently Earning Points
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— (Relatively) expensive proof.
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Our Work: Efficiently Earning Points
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Signature: SPS-EQ on (C, 2).
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SPS-EQ: Valid signature on (C, g) € G

can be changed to fresh-looking valid signature on (C°, g°)

\ _/

[SPSEQ] Fuchsbauer, Hanser, Slamanig: Structure-preserving signatures on equivalence classes and constant-size anonymous credentials. Journal of Cryptology 2019



Recovery



ldea: Recovery
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Our Work: Recovery
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Backward Unlinkability




ldea: Backward Unlinkability
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Our Work: Backward Unlinkability
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Evaluation and Summary



Performance

“Cred | —eam | Deduct | Spend_

Phone (2016, Snapdragon 821) 116 ms 60 ms 1017 ms
Laptop (2019, i7-8650U) 14 ms 4 ms 237 ms

Average computation time for each protocol

Implemented using upb.crypto (github.com/upbcuk) and mcl (github.com/herumi/mcl).
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https://github.com/upbcuk
https://github.com/herumi/mcl

{ Lots of technical challenges ]

e Paper: definitions, details, proofs, \/

J Often the most frequent operation ]

o VVery efficient earning of points through SPS-EQ

¢ S|mp|e mechanism to handle Spend retries < Tolerates interruptions of protocol execution :

without triggering double-spending detection

\ J

[Better privacy in case of future device corruption}

o Backwardyunlinkability combined with traceability of remainder tokens

e But: somewhat performance-hungry
~ R

Future Work: Any ideas more
efficient than bitwise ElGamal?
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