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What compositional guarantees 
do existing threshold signature 
schemes satisfy?
❓

❗Existing game-based 
constructions are UC-secure
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Why do we care?

• 🧮 NIST call accepts both game-based proofs and UC proofs.


• What should we prefer?  
Are game-based proofs less composable? No!


• 🔑 Understand security of existing constructions better.


• 📢 Message to tSig community: game-based is fine.
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Why do we care?
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All UC secure!



Games vs UC



The game-based ideology
No ppt can provoke error event

 
 

return  

 
 

 
return 1 if  and 

𝒪 . 𝚂𝚒𝚐𝚗(m)
SGN := SGN ∪ {m}

𝖲𝗂𝗀𝗇(sk, m)

𝙶𝚊𝚖𝚎𝒜(λ)
(pk, sk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
(m, σ) ← 𝒜𝒪(1λ, pk)

𝖵𝖾𝗋𝗂𝖿𝗒(pk, m, σ) m ∉ SGN
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📒 Secure if for all ppt ,  
 is  

negligible in 

𝒜
Pr[𝙶𝚊𝚖𝚎𝒜(λ) = 1]

λ



The UC ideology: Ideal world
No forgeries in the ideal world by definition
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return  

 
assert  has been called 

 
 

return 

𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗()
pk ← 𝒮 :: 𝙺𝚎𝚢𝙶𝚎𝚗(𝒫)

𝒫* . 𝚂𝚒𝚐𝚗(m)
𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗

SGN := SGN ∪ {m}
σ ← 𝒮 :: 𝚂𝚒𝚐𝚗(m)

σ

 for all  
if  and  was output by  

return  
if  and  then 

return  
 

return 

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
pk′￼ = pk σ 𝚂𝚒𝚐𝚗(m)

1
pk′￼ = pk m ∉ SGN

0
b ← 𝒮 :: 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ)

b

Correctness 
by definition

Unforgeability 
by definition

(verification consistency & responsiveness sacrificed for simplicity)



The UC ideology: Real world
No error events in the ideal world by definition
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return  

 
assert  has been called 

 
return 

𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗()
(pk, sk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

pk

𝒫* . 𝚂𝚒𝚐𝚗(m)
𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗

σ ← 𝖲𝗂𝗀𝗇(sk, m)
σ

 for all  
 

return b

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
b ← 𝖵𝖾𝗋𝗂𝖿𝗒(pk′￼, m, σ)
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return  

 
assert  has been called 

 
return 

𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗()
(pk, sk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

pk

𝒫* . 𝚂𝚒𝚐𝚗(m)
𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗

σ ← 𝖲𝗂𝗀𝗇(sk, m)
σ

 for all  
 

return b

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
b ← 𝖵𝖾𝗋𝗂𝖿𝗒(pk′￼, m, σ)

🤖 Simulator 𝒮

😈 Adversary 𝒜

🌍EnvironmentReal world
Ideal world 📒 Secure if ,  s.t. no ppt env can distinguish.∀𝒜 ∃𝒮

Calls for honest 𝒫

Calls for honest 𝒫

“Don’t care” queries,

Calls for corrupt 𝒫

Co
llu

sio
n

Collusion

Calls for corrupt 𝒫

 
return  

 
assert  has been called 

 
 

return 

𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗()
pk ← 𝒮 :: 𝙺𝚎𝚢𝙶𝚎𝚗(𝒫)

𝒫* . 𝚂𝚒𝚐𝚗(m)
𝒫* . 𝙺𝚎𝚢𝙶𝚎𝚗

SGN := SGN ∪ {m}
σ ← 𝒮 :: 𝚂𝚒𝚐𝚗(m)

σ

 for all  
if  was output by  

return  
if  and  then 

return  
 

return 

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
σ 𝚂𝚒𝚐𝚗(m)

1
m ∉ SGN pk′￼= pk

0
b ← 𝒮 :: 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ)

b



Signatures: Games vs UC
Composition

Game-based 

• 🧩 Larger protocols can use 
, ,  as subroutine


• Proof: bound forgery bad event  
(reduction to signature game)

𝖪𝖾𝗒𝖦𝖾𝗇 𝖲𝗂𝗀𝗇 𝖵𝖾𝗋𝗂𝖿𝗒

10Game-based UC

UC 

• 🧩 Larger protocols use ideal 
functionality as subroutine


• No forgeries! Super convenient.


• UC security: ideal subroutine can 
be replaced by real signature 
scheme.



Signatures: Games vs UC
Strength

• 🥳 Well-known result for signature schemes [Can04]:  
UC-secure  (game-based) correct  (game-based) unforgeable


• Proof ( ): Simulator just runs scheme’s . 
Only way for environment to distinguish real/ideal:  
If real  but ideal  outputs  (unlikely b/c unforgeability),  
or if real  but ideal  outputs  (unlikely b/c correctness).


• Proof ( ): From forger, build environment that calls  on forgery.  
Real says 1, ideal says 0. 
(similar for correctness)

⇔ ∧

⇐ 𝖪𝖾𝗒𝖦𝖾𝗇, 𝖲𝗂𝗀𝗇, 𝖵𝖾𝗋𝗂𝖿𝗒

𝖵𝖾𝗋𝗂𝖿𝗒(…) = 1 𝚅𝚎𝚛𝚒𝚏𝚢 0
𝖵𝖾𝗋𝗂𝖿𝗒(…) = 0 𝚅𝚎𝚛𝚒𝚏𝚢 1

⇒ 𝚅𝚎𝚛𝚒𝚏𝚢
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≈

Game-based UC



Let’s do this  
for threshold signatures

Game-based 
threshold-signature definition

UC 
ideal threshold-signature functionality

≈
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Challenges for UC threshold signatures

💡 Intuition: same [Can04] proof template should apply. 


❓ What’s the right game?


Many notions of “unforgeable”


❓ What’s the right ideal functionality?


Many modeling decisions
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The “right” game



Game-based threshold unforgeability

15

 for  
if  then 

 
 

 
return  

 
 

 
assert  
return 1 if not trivial forgery

𝒪 . 𝚂𝚒𝚐𝚗k(𝒫, eid, T, m, ctx, pmk−1) k ∈ [rndsign]
k = rndcom
ssid := 𝗌𝗌𝗂𝖽(T, m, ctx, (pmℓ)ℓ<k)
SGN[m, ssid] := SGN[m, ssid] ∪ {𝒫}

(pmk, st𝒫,eid) ← 𝖲𝗂𝗀𝗇k(sk𝒫, st𝒫,eid, T, m, ctx, pmk−1)
pmk

𝙶𝚊𝚖𝚎UF
𝒜 (λ)

(pk, (sk𝒫)𝒫∈P) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
(m, σ) ← 𝒜𝒪(1λ, pk)

𝖵𝖾𝗋𝗂𝖿𝗒(pk, m, σ)

e.g., UF-2: 
∄ssid : |SGN[m, ssid] ∪ C | ≥ t



Game-based threshold unforgeability
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assert  
return 1 if not trivial forgery

𝙶𝚊𝚖𝚎UF
𝒜 (λ)

(pk, (sk𝒫)𝒫∈P) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
(m, σ) ← 𝒜𝒪(1λ, pk)

𝖵𝖾𝗋𝗂𝖿𝗒(pk, m, σ)

 
 

 
assert  for all  
assert  for all  
return 1 if not trivial forgery

𝙶𝚊𝚖𝚎SUF
𝒜 (λ)

(pk, (sk𝒫)𝒫∈P) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
(m, σ1, …, σn) ← 𝒜𝒪(1λ, pk)

σi ≠ σj i ≠ j
𝖵𝖾𝗋𝗂𝖿𝗒(pk, m, σi) i

e.g., SUF-2 
{ssid : |SGN[m, ssid] ∪ C | ≥ t} < n

e.g., UF-2: 
∄ssid : |SGN[m, ssid] ∪ C | ≥ t



The “right” 
functionality
A straight translation from 
game to UC



F-TS3 (simplified)
 for all  

return  

 for ,  
assert  has been called 
if  then 

 
 

 
return 

𝒫 . 𝙺𝚎𝚢𝙶𝚎𝚗() 𝒫 ∈ P
pk ← 𝒮 :: 𝙺𝚎𝚢𝙶𝚎𝚗(𝒫)

𝒫 . 𝚂𝚒𝚐𝚗k(eid, T, m, ctx, pmk−1) k ∈ [rndsign] 𝒫 ∈ P
𝒫 . 𝙺𝚎𝚢𝙶𝚎𝚗

k = rndcom
ssid := 𝗌𝗌𝗂𝖽(T, m, ctx, (pmℓ)ℓ<k)
SGN[m, ssid] := SGN[m, ssid] ∪ {𝒫}

pm′￼ ← 𝒮 :: 𝚂𝚒𝚐𝚗(𝒫, T, m, ctx, pmk−1)
pm′￼

 for all  
 

return  

 for all  
if  was output by  s.t. 
correctness/robustness is expected then 

return  
if  and not trivial forgery then 

return  
 

return 

𝒫 . 𝙲𝚘𝚖𝚋𝚒𝚗𝚎(pk′￼, T, m, ctx, (pmk)n
k=1) 𝒫

σ ← 𝒮 :: 𝙲𝚘𝚖𝚋𝚒𝚗𝚎(pk′￼, T, m, ctx, (pmk)n
k=1)

σ

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
σ 𝒫′￼. 𝙲𝚘𝚖𝚋𝚒𝚗𝚎( ⋅ , m, ⋅ )

1
pk′￼ = pk

0
b ← 𝒮 :: 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ)

b

(verification consistency & strong unforgeability & responsiveness sacrificed for simplicity)
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Proof of equivalence

19

≈
Game-based 

Threshold Sigs
UC 

Threshold Sigs

Proof: similar to [Can04] in spirit.  
Simulator runs normal algorithms honestly. Environment can only distinguish by 
breaking correctness or robustness or unforgeability



🤨 Isn’t UC supposed to be stronger than games?
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Simulation-based F-Sign Our F-TS3

F-Sign: MPC-compute the (plain 
signature scheme’s)  
function on secret-shared key

𝖲𝗂𝗀𝗇
F-TS3: Full tSig API, but 
enforces unforgeability

🤖 Simulator is given , must 
force protocol to output  

σ
σ

🤖 Simulator just executes 
round functions honestly

😈 Distribution of  cannot be 
influenced by adversary

σ

🔐 Overall security argument: 
DKG + F-Sign + Schnorr 
unforgeability = secure

🔐 Overall security argument: 
F-TS3 = secure

😈 Adversary can have benign 
influence



• What about rewinding? Impossible in UC, no?


• Indeed, UC simulator cannot rewind.  
But F-TS3 simulator doesn’t have to. 


• Logically: reduction to dlog can rewind the UC experiment 
as a whole
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🤨 Isn’t UC supposed to be stronger than games?



Why we aren’t happy yet

• ✅ Get composability guarantees


• ✅ Makes composition proofs easy: forgeries don’t exist


• ❌ Environment (calling protocol) must manage protocol messages


• Calling protocols must implement lots of management pseudocode 
(though not more than for a game-based definition)


• Subtly against UC spirit

☹
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F-TS1
Easier-to-use, more 
traditional functionality



F-TS1 (simplified)

 for all  
return  

 for  
 

 
return 

𝒫 . 𝙺𝚎𝚢𝙶𝚎𝚗() 𝒫 ∈ P
pk ← 𝒮 :: 𝙺𝚎𝚢𝙶𝚎𝚗(𝒫)

𝒫 . 𝚂𝚒𝚐𝚗(T, m) 𝒫 ∈ P
SGN[m] := SGN[m] ∪ {𝒫}
σ ← 𝒮 :: 𝚂𝚒𝚐𝚗(𝒫, T, m)

σ

 for all  
if  and  then 

return  
 

return 

𝒫 . 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ) 𝒫
pk′￼ = pk |SGN[m] ∪ C | < t

0
b ← 𝒮 :: 𝚅𝚎𝚛𝚒𝚏𝚢(pk′￼, m, σ)

b

(verification consistency & responsiveness sacrificed for simplicity)
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Instantiation



🍿 What else is in the paper?

Game/F-TS3 F-TS2 F-TS1 F-TSSync2 F-TSSync1

Realized by  
game schemes ✅ ✅ ✅ ✅ ✅

Network ❌ None ✅ Untrusted ✅ Untrusted ✅ Sync ✅ Sync

Correctness 
Robustness ✅ ❌ ❌ ✅ ✅

Preprocessing ✅ ✅ ❌ ✅ ❌

Unforgeability 
levels ✅ all ✅ most ❌ UF-1 ✅ most ❌ UF-1



🍿 What else is in the paper?

• 🧠 Functionalities are responsive, support strong UF, verification consistency


• 🛜 Simplified (F-Sig) responsiveness via default algorithms  
(alternative to aspects of [CDLLR25])


• 📏 Generalized [BCKMTZ22] hierarchy


• More flexibility around consensus  BLS is strongly unforgeable!


• Strong unforgeability via counting (more general)


• 💪 Game-based definition of robustness

⇒
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🏁 Summary

• 🦄 5 threshold signature ideal functionalities 

• Pick one for your use-case


• 🛠 Protocols to instantiate them from existing (game-based) constructions


• 🧮 Modeling improvements for both UC and games

Full paper


